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SECURITIES OF ETHICAL HACKING

Khan mahfooj Ab.Rahman
YEWS National senior college,Nashik

ABSTRACT:

Ethical hacking is the method to find out
the fault lines and vulnerabilities in the system
of computer network. It is an approach to
illustrate the process of hacking in an ethical
way for any network. The ethical hacker has the
good purpose to do it. Actually, it has become a
common opinion and outlook in our intellect
world for hacker that he/she will be awful,
extreme, unlawful and unethical. Basically, some
of the hacker has even done very scantily with
some organizations like they have stolen very
vital information of their clients. In some of the
government organizations and institutions, they
have damaged high classified information like
social security numbers( like face book ID and
Twitter Account) and other susceptible
information. That is the reason, hackers are not
enjoying a very good status in society. To get
rid of such conditions severalorganizations have
hired various ethical hackers to keep a trackand
a 24 hours vigilance on their significant system
and computer network. Ethical hackers are
supposing to test and check vulnerabilities and
weaknesses in the present system.

At the time of thedevelopment of the
Internet, computer security has become a major
concern for allthe businesses and governments’
organization who are heavily dependent on the
modern information technology. They want to
be able to take advantage of the Internet for
electronic commerce ( E-FCOMMERCE), publicity
and advertising, information sharing and its
permitted access, and other pursuits and
tracking down, but they are worried about the

very possibility of being "hac%
tomorrow. r
KEYWORDS: Legal hacking, computer secy

tat f itieg
hacking securities,hacking insecuritjes. )

Introduction:

Ethical hacking-also known as pepe
tration testing or intrusion testing or redteaming
has become a major concern for businesses and
governments. Companies are worried about the
possibility of being “hacked” and potentia|
customers are worried about maintaining control
of personal information.The expression
“computer hacking” carries images of un
scrupulous techies who use their skills to
However, some companies have employed so-
called “ethical hackers” to explore their own
computer systems and find potential weak
nesses. These “white hat” hackers can
demonstrate how their “black hat” counterparts
can damage vulnerable systems, while offering
advice on how to protect their clients from such
dangers. Ethical hacking can also ensure that
vendor’s claims about the security of their
products are legitimate. Security Security is the
condition being protected against danger or l0ss.
Inthe general sense, security is a concept similar
to safety those persons who is a passive person
should not see those data.

Government agencies and busines
organizations today are in constant neé
of ethical hackers to combat the growingthreat
to IT security, says Jay Bavisi, co-founder of.the
EC Council. “A lot of government agencie
professionals and corporations now Uﬂdersmnt
thatif you want to protect a system, you cann?n
do it by just locking your doors,” Bavisi saV?On
an interview with Tom Field of Informat!

Security Media Group [transcript bGIOW]'
ST v C ApP!
: Interdisciplinary Multilingual Refereed Journal _cfg u.cf;r.m-‘“"s3

% Printing Area



Impact

|SSN. 2394 5303, 5.0|ia|c:ll‘l'tlll" Qntetnational

aﬁ:[nﬂx cea”

January 2018 I 041
Special Issue

saakchA Joutnal

/’E@Fe-nt and co-founder of the

isi, .
Bavl:national Council of E-Commerce
Inte Jitants created an ethical hacker standard
ons ’
fow used by the Pentagon.
|

rities: . .
secy The purpose of ethical hacking is to

evaluate the security .Of a nfetwork or SVSterf"S
infrastructure. It entails finding and'attemptmg
to exploit any vulnerability to determine whefcl?er
unauthorized access or other malicious activutu.es
are possible. Vulnerabilities tend to F)e foundin
poor o improper system configuration, known
and unknown hardware or software flaws, and
operational weaknesses in process or technical
countermeasures.

Security Computer security is required
because most organizations can be damaged by
hostile software or intruders. Moreover security
is directly related to business. This is because
if a company losses a series of credit card
numbers of its customers then many customers
would be hesitant to go back to the same
company and that particular company will lose
many customer and hence the business. There
may be several forms of damage which are
obviously interrelated which are produced by the
intruders. These include: loss of confidential
data damage or destruction of data damage or
destruction of computer system loss of
'éputation of a company There may be many
morg inthe list due to security breaches. Ethical
:;:Is:f its al:f»o known as penetration testing,
ot lrr:teestlng orred teaming. WIth the growth
Wi cor:net, computer sec{urlty has become
Customen. ;Etr: atthe sa‘me time, the.potential
Maintaing €se services are worried about

X g control of personal information that
Yariesfrom credit carg b i ‘
mbers ang numbers to social security
oraway to appr‘z)mli‘haddres.ses. In their search
Came tq realize t;catthe T v organizations
aluate g Mirude one of the be.st ways to

r threat to their interests

WOUldbet
Ohavej
DrofeSsiOn emdependentt:omputersecurity

computer systems. This scheme is called Ethical
Hacking. This similar to auditors come into an
organization to verify its bookkeeping records.
This method of evaluating the security of a
system has been in use from the early days of
computers.’

Network Security:

Network security is more about
defending and documenting defense’s. You are
finding out about firewalls and putting them up.
You will find out about VPN server security and
actually instantiate VPN servers. It’s typically
not about modelling an attack the way an
attacker would. Those are very different things.
Network security typically entails following best
practices or common techniques in order to
implement and operate in a secure manner.
Ethical hacking is finding the weaknesses in
those implementations, weaknesses and then
feeding them back into a network security
process that helps defend against them and
repel those types of potential attacks from future
occurrences.’

One of the first examples of ethical
hacking occurred in the 1970s, when the United
States government used groups of experts
called “red teams” to hack its own computer
systems. It has become a sizable sub-industry
within the information security market and has
expanded to also cover the physical and human
elements of an organization’s defenses. A
successful test doesn’t necessarily mean a
network or system is 100% secure, but it should

be able to withstand automated attacks and
unskilled hackers.

Network defence:

What are the benefits of ethical
hacking? There are some benefits of ethical
hacking are a little different than the benefits
of network defence or perimeter defence,
because ethical hacking helps any system owner
or business owner find the vulnerabilities before
an attacker does, in a way so that the attacker
would find if they were actually committing an

Ii'rint-aIS Altempt to break into their
In ) — —
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for ethical hacking uses these
Attacker techniques. That’s why it actually uses
the real tools, technologies, methodology and
approaches that an attacker would.
Modelling:

Modelling an attack at every times finds
vulnerabilities that cannot be found in any other
way. It helps file both weak security areasand
areas where an attacker can catch in, and also
tough security areas. Areas where an attacker
is thwarted and let down, takes perpetually.
Those are the kinds of areas that we don’t need
to worry about, or maybe need to extend those
areas or any security model is the key benefit of
ethical hacking. That’s in fact why individual
hackerdoes this. Further, ethical hacking is in
fact more of an attack modus operandi. It uses
attacker tools, working behaviors and position
of an attacker creating a an immensedissym
metry between ethical hacking and existing
network security
Securities of ethical Hacking:

Testing Security Measures The primary
advantage of having ethical hackers on a
company’s payroll is that the hackers are
allowed to test a can help companies determine
which of their computer security measures are
effective, which measures need updating, and
which ones pose little to no deterrent to
dangerous intruders. The data from these tests
allows management to make informed decisions
on where and how to improve their information
security. Finding Vulnerable Areas When the
white-hat hacker’s finish exploring the
company’s system, they turn in a report on the
system’s vulnerable areas. These areas can be
related to the technology, based systems, such

attack. There

The ethical hacker using the knowlag
to do malicious hacking activitiac ,o¢ ey
" & i 185 Allgw: ' £3in
company'’s financial and banking w
seen .The possibility that the ethica| |,
send and/or place malicioys code ac‘
malware and other destructiye ané Vir
things on a computer system Massive a
breach. These are not common; hOWevsecumy
are something all companies sho4 czr, t.hey
when using the services of an ethicy hac”kslder
Conclusion: &r2

As we are witnessing that map,
threats are caused and affected NOW-a-g,
due to unethical hacking of our datj orpergonfl
information, which is not secured. ANy of the
person can hack into our accounts ang Misuse
our data. Thus, why security is very my,
necessary? Because, security is a paramount
requirement of not only individuals but also t,
society and nation. The destiny of a nation s
now locked and kept at the operation of one
button on the very Key- Board of our Computer
System of this high- tech age.

In this project, | have defined some of
the measures, which can help us to secure our
data. These measures are necessary because
there are bunch of “black hat” hackers, which
are always ready to hack into our accounts. And
they can cause many type of internal harm (€
our data. Therefore, why precaution is to b
taken and we should learn some measures &
methods to safeguard our valuable data-

Y type of

Reference:
http://semina rprojecttopics.blogSPo
2012/08/ethical-hacking.html »
httpS://nichoIa§dmc4.worde655'

t,in/

as administrators who give out passwords to  2012/04/17/ethical-hacking tatiO”/

unauthorized personnel.2? https://www.scribd.COm/PreSen

in-securities of Ethical Hacking 280428658/ CSE-Ethical-Hacking

As with all types of activities which have

a2 darker side, there will be dishonest people Note. | steP 10

presenting drawbacks. The possible drawbacks As a student, it is mv_5m;ey_ ps @

of ethical hacking include:? accomplish long academic GcAP}’,’S's'sd
sr.N%
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(Footnotes) _
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2012/04/17/ethical-hacking
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Cloud Computing

Farukh Shahzad
Computer Science,
YEWS National Senior College, Nashik
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ABSTRACT

“Cloud” computing — a relatively recent
term, defines the paths ahead in computer
science world. Being built on decades of
research it utilizes all recent achievements in
virtualization, distributed computing, utility
computing and networking. It implies a service
oriented architecture through offering software’s
and platforms as services, reduced information
technology overhead for the end-user, great
flexibility, reduced total cost of ownership, on
demand services and may other things. The
skyrocketing demand for a new generation of
cloud-based consumer and business application
is driving the need for next generation of
datacenters that must be massively scalable,
efficient, agile, reliable and secure. We believe
that the next generation cloud evolution is a
fundamental transformation and not just an
evolutionary stack collaboration networks
utilizing optimally distributed and managed
computing, network and storage resources
driven in real time by business priorities. This
paper is a brief survey based of readings on
“cloud” computing and it tries to address,
related research topics, advantages, dis
advantages, challenges ahead and possible
applications. Cloud computing is location-
independent computing, whereby shared
servers provide resources, software, and data
to computers and other devices on demand, as
with the electricity grid. Cloud computing is a
natural evolution of the widespread adoption
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Farukh Shahzad
ComputerScience,
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ABSTRACT

“Cloud” computing - a relatively recent
term, defines the paths ahead in computer
science world. Being built on decades of
research it utilizes all recent achievements in
virtualization, distributed computing, utility
computing and networking. It implies a service
oriented architecture through offering software’s
and platforms as services, reduced information
technology overhead for the end-user, great
flexibility, reduced total cost of ownership, on
demand services and may other things. The
skyrocketing demand for a new generation of
cloud-based consumerand business application
is driving the need for next generation of
datacenters that must be massively scalable,
efficient, agile, reliable and secure. We believe
that the next generation cloud evolution is a
fundamental transformation and not just an
evolutionary stack collaboration networks
utilizing optimally distributed and managed
computing, network and storage resources
driven in real time by business priorities. This
paper is a brief survey based of readings on
“cloud” computing and it tries to addresjﬁ.
related research topics, advantages,.dls
advantages, challenges ahead and DOSS.'ME
applications. Cloud computing is |°Cat'°"(;
independent computing, whereby share
servers provide resources, software, and data
to computers and other devices on dem.and’. as
with the electricity grid. Cloud computing IS a
natural evolution of the widespread adoption

g
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of virtualiz
ture

ation, service-oriented architec
and utility computing. Details are
abstracted from consumers, who no longer have
need for expertise in, or control over, the
technology infrastructure “in the cloud” that
supports them.
Keyword-Component, formatting,
styling, insert.

Introduction

style,

Utilizing computing or communication
resources (hardware and software) which can
Provide service over network (may be on
networked computers or internet) is known as
Cloud Computing. Due to the cloud shaped
symbol used in the infrastructure in system
diagram, it is given the name as “Cloud”. Cloud
Computing entrusts remote services with auser’s
data, software and computation.

Outsource
processes
~ Onine storece
— j

Ofine xxess

CUriing "

L4

Platiorms
Cloud computin ;
puting ~

e e e

3" Paxty

mezaon -~ v—‘ Onlins ofice

/.
rline
Shared

reUsur
oo e A ety

History

John McCarthy opined in the 1960s that
“computation may someday be organized as a
public utility.” Almost all the modern-day
characteristics of cloud computing”. Cloud
Computing was thoroughly explored in Douglas
Parkhill’s 1966 book, The Challenge of the
Computer Utility. In 1950s when scientist Herh
Grosch (the author of Grosch’s law) postulated
that the entire world would operate on dumb
terminals powered by about 15 large data
centers.
About Cloud Computing

Computing is a computing model, not a
technology. In this model “customers” plug into

priced and provided "on-deman%_\_‘
IT resources are rented and sharag X Ally
multiple tenants much as offic, ng
apartments, or storage spaces are Us e b-.
tenants. Delivered over an Internet Connecyj,
the “cloud” replaces the company data Cent:'
or server providing the same service, Thus, Clol;(;
Computing is simply IT services s0ld ang
delivered over the Internet.

Cloud Computing vendors Combin
virtualization (one computer hosting SCVera-l
“virtual” servers), automated Provisionin,
(servers have software installed automatically)j
and Internet connectivity technologies to provide
the service. These are not new technologies hyt
a new name applied to a collection of older
(albeit updated) technologies that are packaged,
sold and delivered in a new way.

Types of Cloud Computing

Hyhr d

»
Private/ «
trtemel
LB & _J
"o
1

Om ~ wirives § hwss nad

of’ = wisesan f Tha dray

Cloud Comzuting T vpec

PUBLIC CLOUD

Public cloud applications, storage, and
other resources are made available to the
general public by a service provider. These
services are free or offered on a pay-per-useé
model. Generally, public cloud service providers
like Amazon AWS, Microsoft and Google ownand
Operate the infrastructure and offer access only
via Internet (direct connectivity is not offered):
COMMUNITY CLouDp

Community cloud shares infrastructure
between several organizations from a Spec_'ﬁc
community with common concerns (security:
Ccompliance, jurisdiction, etc.), ""hethedr
Managed internally or by a third-party 3"

the “cloud” to access IT resources which are hosted internally or externally. The costs are
N = " . ed
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| ; \crmweruscrsthanapublic cloud (but
ov
..prl‘-"

an a private cloud), so only some of the

e th .
moret es potential of cloud computing are

cost savin

“'I.‘I‘ll. '

CLOUD
HvBRIDHybrid cloud is a composition of two or

. clouds (private, community or public) that
mm“ unique entities but are bound together,
;:;:ng the benefits of multiple deployment
mode!S-By utilizing “hybrid cloud” architecture,
companies and individuals are able 'fo obtain
degrees of fault tolerance combined with locally
m;nediate usability without dependency on
iternet connectivity. Hybrid cloud architecture
requires both on-premises resources and off-site
(remote) server-based cloud infrastructure.
wybrid clouds lack the flexibility, security and
certainty of in-house applications. Hybrid cloud
provides the flexibility of in house applications
with the fault tolerance and scalability of cloud
based services.

PRIVATE CLOUD

Private cloud is cloud infrastructuse
operated solely for a single organization,
whether managed internally or by a third-party
and hosted internally or externally. Undertaking
a private cloud project requires a significant
level and degree of engagement to virtualize the
business environment, and it will require the
organization to reevaluate decisions about
existing resources. When it is done right, it can
have a positive impact on a business, but every
one of the steps in the project raises security
sues that must be addressed in order to avoid
serious vulnerabilities.
fters “I?_TIV have attracted Friticism because
them"an:j :ave to buy, blflld, and manage
on man, thus do not ben-efut from less hands-
9C0nomicgement' essentially “[lacking] the

model that makes cloud computing
Such an intriguin "
How Wo g concept”,
RKS
Int

departments forecast demand for applications
and capacity and invest time and money to
develop those resources in-house or purchase
them from others and operate them in-house.
With cloud computing, institutions pro-cure IT
services from remote providers, and campus
constituents access these resources over the
Internet. E-mail, for example, long considered a
staple of an institution’s IT operations, can be
ob-tained from a range of sources, and a growing
number of campuses contract with outside
suppliers for this function. Software is hosted
by the provider and does not need to be
installed—or maintained— on individual
computers around campus. In some cases, a
large university or a consortium might become
a provider of cloud ser-vices. Storage and
processing needs can also be met by the cloud.
Institutions pay only for the resources used, and
users can access the applications and files they
need from virtually any Internet connected
computer. In a mature cloud computing
environment, institutions would be able to add
new [T services or respond to changes in
capacity on the fly, saving capital costs that can
be redirected to programs of strategic value to
theinstitution.

‘SECURITY

The information housed on the cloud is
often seen as valuable to individuals with
malicious intent. There is a lot of personal
information and potentially secure data that
people store on their computers, and this
information is now being transferred to the
cloud. This makes it critical for you to understand
the security measures that your cloud provider
has in place, and it is equally important to take
personal precautions to secure your data.

The first thing you must look into is the
security measures that your cloud provider
already has in place. These vary from provider
to provider and among the various types of

clouds. What encryption methods do the
e? What methods of

raditional enterprise computing, IT  providers have in plac
Ping rosa ourmal 3] RS
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Protection do they have in place for the actual
at your data will be stored on? Will
ackups of my data? Do they have
up? if you have 3 community cloud,
€rs are in place to keep your
Separate from other companies?
Providers have standard terms and
hat may answer these questions, but
ser will probably have little.

Afterthe internet boom, Amazon played
akey role in the development of cloud computing
by modernizing theijr data centers, which, like
most computer networks, were using as little
as 10% of their Capacity at any one time, just to
leave room for occasional spikes. Having found
that the new cloud architecture resulted in
significant internal efficiency improvements
whereby small, fast-moving “two-pizza teams”
could add new features faster and more easily,
Amazon initiated a new product development
effort to provide cloud computing to external
customers, and launched Amazon Web Service
(AWS) on a utility computing basis in 2006.

In early 2008, Eucalyptus became the
first open-source, AWS APl-compatible platform
for deploying private clouds.

In early 2008, OpenNebula, enhanced
in the RESERVOIR European Commission-funded
project, became the first open-source software
for deploying private and hybrid clouds, and for
the federation of clouds. In the same year,
efforts were focused on providing quality of
service guarantees (as required by real-time
interactive applications) to cloud-based
infrastructures, in the framework of the IRMOS
European Commission-funded project, resulting
to a real-time cloud environment. By mid-
2008, Gartner saw an opportunity for cloud
computing “to shape the relationship among
consumers of IT services, those who use |T
services and those who sell them” and observed
that “organizations are switching from company-
owned hardware and software assets to per-yse
service-based models” so that the “projected

shift to computing... will result in dramatijc

hardware th
they have b
firewalls set
what barri
information
Many cloud
conditions t

the home y

growth in IT pdeUC_tS in some areas
significant reductions in other areag ”

On March 1, 2011, IBM anng,,
Smarter Computing framework tq
Smarter Planet. Among the various com
of the Smarter Computing foundatig
computing is a critical piece.

In 2012, Dr. Biju John and pr. g
Khaddaj describe the cloud as 3 Virtualizeq
semantic source of information: ”Cloud'
computing is a universal collection of dat; Which
extends over the internet in the form of
resources (such as information hardware,
various platforms, services etc.) ang forms
individual units within the virtualizatiop
environment. Held together by infrastructyre
providers, service providers and the consumer,
then it is semantically accessed by various
users.”

CHARACTERSTICS

Cloud computing exhibits the following
key characteristics:

Agility improves with users’ ability tore
provision technological infrastructure resources

Application Programming Interface (AP
accessibility to software that enables machines
tointeract with cloud software in the same way
the userinterface facilitates interaction between
humans and Computers. Cloud computing
systems typically use REST-based APIs.

Cost is claimed to be reduced and in a
public cloud delivery model capital expenditure
is converted to operational expenditure. This s
Purported to lower barriers to entry, as
infrastructure is typically provided by a third-
Party and does not need to be purchased for
one-time or infrequent intensive computing
tasks. Pricing on a utility computing basis is fine-
Brained with usage-based options and fewer I”
skills are required forimplementation (i"‘hof’Se)'
The e-FISCAL project’s state of the art reposito™Y
contains several articles looking into C?St
aspectsin more detail, most of them concludin®
that costs savings depend on the typ€ sf
activities supported and the typ€

Nceqd the

SUppory
Ponents
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tructure available in-house.

infras pevice and location independence
e users 10 access systems using a web
browser regardless of their locatio.n or what
Jevice they are using (e.g., PC, mobile phone).
infrastructure is off-site (typically provided
i third-party) and accessed via the Internet,
an connect from anywhere.
virtualization technology allows servers
Jndstorage devices to be shared and utilization
be increased. Applications can be easily
migrated from one physical server to another.
Multitenancy enables sharing of
resources and costs across a large pool of users

enab'

users C

increased when datais distributed over a wider
area or greater number of devices and in multi-
tenant systems that are being shared by
unrelated users. In addition, user access to
security audit logs may be difficult orimpossible.
Private cloud installations are in part motivated
by users’ desire to retain control over the
infrastructure and avoid losing control of
information security.

Maintenance of cloud computing
applications is easier, because they do not need
to be installed on each user’s computer and can
be accessed from different places.
ARCHITECTURE

thus allowing for:
centralization of infrastructure in

locations with lower costs (such as real estate,
electricity, etc.)

Peak-load capacity increases (users
need not engineer for highest possible load-
levels)

Utilization and efficiency improvements
for systems that are often only 10-20% utilized.

Reliability is improved if multiple
redundant sites are used, which makes well-
designed cloud computing suitable for business
continuity and disaster recovery.

Scalability and elasticity via dynamic
(“on-demand”) provisioning of resources on a
fine-grained, self-service basis near real-time,
without users having to engineer for peak loads.

Performance is monitored and
tonsistent and loosely coupled architectures are
tonstructed using web services as the system
interface,

Centraﬁeu-"ity could ' improve due to
f0cusgd|zatlon of data, increased security-
resources, etc., but concerns can persist
aboUtloss of control / . -
and the fack : o ovgr certain sensitive data,
SeCUfityiSth of security for stored kernels.
traditiona) < ‘:t“ as gqod as or betterthan gther
are able to d\::v ems, in part because providers
: ote resources to solving security

Figure 3: Cloud Computing Sample

Architecture

Cloud architecture, the systems
architecture of the software systems involved
in the delivery of cloud computing, typically
involves multiple cloud components communi
cating with each other over a loose coupling
mechanism such as a messaging queue. Elastic
provision implies intelligence in the use of tight
or loose coupling as applied to mechanisms
such as these and others.

THE INTERCLOUD
The Intercloud is an interconnected

global “cloud of clouds” and an extension of the
Internet “network of networks” on which it is

based.

CLOUD ENGINEERING o
Cloud engineering is the application of

engineering disciplines to cloud comp-uting. It

brings a systematic approach to the hlgh»lgvel

SSues th concerns of com mgrcialisatlgq, standdavrg:za;ilgg,

OWEVerit}.lmany customers cannot afford. and governance |'n co.n'celvmg,cl e ¢ utiné
 the complexity of security is greatly ~operating and maintaining cloud comp

T * *
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CLouD GAMING

. Cloud gaming, also called gaming on
‘_:‘C’“j”d- ' a type of online gaming that allows
direct and on-demand streaming of games onto
@ computer. similar to video on demand, through
the use of a thin client, in which the actual game
IS stored on the operator’s or game company’s
server and is streamed directly to computers
accessing the server through the client. This
allows access to games without the need of a
console and largely makes the capability of the
user’s computer unimportant, as the server is
the system that is running the processing needs.
The controls and button presses from the user
are transmitted directly to the server, where they
are recorded, and the server then sends back
the game’s response to the input controls.
Gaming on demand is a game service
which will take advantage of a broadband
connection, large server clusters, encryptionand
compression to stream game content directly
to a subscriber. Game content isn’t stored on
the user’s machine and game code execution
occurs primarily at the server so a less powerful
computer can be used than the game would

normally require.
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THE FUTURE OF CLOUD COMPUTING

Cloud computing may be a relatively new
concept for some businesses and consumers.
But even though some businesses are only

inting o«
'uhtﬁnnl x

aateA .{utnll

Jooking forward to the next bigW\
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Wherj,
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1S Mora
of the

computing. For now, cloud computing
easily identified with grid computing
the “cloud” become the application for
purposes. Although grid computing
focused on the server capabilities
application, their similarities are baseq on th
focus on providing online and on-time Servic:
to the enterprise. But cloud computing j 5;‘
much more than simplified “cloud” processing
The business aim of getting things done nd
matter where they are without the necessary of
alocal or desktop software is realized. The g3,
of data processing with real time interaction anc
company-wide availability of data in an instan
could be done through proper implementatior
of cloud computing. Best of all, these processec
are aimed to be available with very little to ng
downtime. The future of cloud computing should
be highly considered by businesses in any
industry. The possibility of full adaptation of
cloud computing by almost any industry is slowly
starting to happen. If a business will not consider
their future in cloud computing, the challenges
as well as the advantages of cloud computing
may not be addressed and fully harnessed.
CONCLUSION

Cloud computing is the next big wavein
computing. It has many benefits, such as better
hardware management, It also provides
for better and easier management of data
security, since all the datais locatedona central
server. Agility improves with user’s ability 0
rapidly and inexpensively re-provisio”
technological infrastructure resources. It Iargf:"V
based on the effective implementation of its
architecture. There are some down sides as"

. all'1s

to cloud computing. The biggest of them ¢
security. There is also the challenge of the 6'15
user connectivity. It might not work if “’e‘le
where internet connection is weak: I””:is
menting cloud computing through a P'atforréay
oneofthemosfcpopularoptionforbusirlessto e

B : n
starting to adopt and realizing the advantages in online transition. Cloud computing C?n for
of cloud computing, industry giants are already private or public nature. It is generd ter
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ABSTRACT:

Now a days, attacking the passwords is
one of the most straight forward attack vectors,
which authorize access to information system.
There are numerous feasible methods, attempt
to guess or crack passwords, with 3 different
methods, approaches and tools. This paper
analyse the possibilities of using the tools and
gives an example of how to accomplish the
Password guesses in different methods with
tests which can be demonstrated together.
Password cracking is the process of recovering
password from data. The purpose of password
cracking might be to help a user recover a
forgotten password (installing an entirely new
password is less of a security risk), to gain
unauthorized access to 3 system, or as a
preventive measure by System administrator to
check for easily crack able passwords.
Algorithms create hashes of passwords that are
designed to protect passwords from being
readily cracked. Security tokens constantly shift
passwords so that evenifa password is cracked,
itcan be used for a very limited amount of time.
Password crackers use two primary methods to
identify correct passwords brute force and
dictionary searches. When a password cracker
uses brute force, it runs through combinations
of characters within unreversible length until it
finds the combination accepted by the computer
system.The words “cracking” and “hacking”
refers to ethical cracking and ethical hacking
and do not promote any illegal activity.!
KEYWORDS: password cracking attack,

Omputing, Retrieved 2010-12-04.
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Now a days, attacking the passwords is
one of the most straight forward attack vectors,
which authorize access to information system.
There are numerous feasible methods, attempt
to guess or crack passwords, with a different
methods, approaches and tools. This paper
analyse the possibilities of using the tools and
gives an example of how to accomplish the
password guesses in different methods with
tests which can be demonstrated together.
password cracking is the process of recovering
password from data. The purpose of password
cracking might be to help a user recover a
forgotten password (installing an entirely new
password is less of a security risk), to gain
unauthorized access to a system, or as a
preventive measure by system administratorto
check for easily crack able passwords.
Algorithms create hashes of passwords thatare
designed to protect passwords from being
readily cracked. Security tokens constantly shift
othatevenifa password is cracked,

d for a very limited amount of time.
primary methods to

passwords s
it can be use

password crackers use two
identify correct passwords brute force and

dictionary searches. When a password cracker
uses brute force, it runs through combinations
of characters within unreversible length until it
finds the combination accepted by the comp-ute:
system.The words “cracking” and “hacking

refers to ethical cracking and ethic.al hacking
y illegal activity.’

and do not promote an : )
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'NTRODUCHON; In most systems, passwors

. Access control to information systems
's often implemented via passwords; hence,
altacking the passwords is one of the most
straight forward attack vectors. Typical computer
users nowadays require passwords for purposes
logging into the system accounts, retrieving e-
mail from servers, accessing programs,
databases, networks, web sites, e-banking etc.
Furthermore, a password is a secret word or
string of characters that is used for authenti
cation in order to prove identity or gain access
to a resource. The password should be kept
secret from those which do not have allowed
access.The processes of attempting to guess or
crack passwords to gain access to a computer
system or network. Crackers will generally use
a variety of tools, scripts, or software to crack a
system password. The goal of the cracker is to
ideally obtain the password for root (UNIX) or
system and administrator. Password cracks work
by comparing every encrypted dictionary word
against the entries in system password file until
a match is found. If the password cracking is
conducted online, the protection system usually
locks out the users after they failed to login the
system for more than three times to block the
automated guessing software. However, the
offline attacks usually escape from this. In the
offline attack, hackers first break into a system
to steal the encrypted password files or
eavesdrop on an encrypted exchange on the
internet. Then the password cracker can take as
long as they need to try and crack the code
without alerting the target system or individual

dare st

«']S”\/ rotr oy
d User IOPS K

in a protected (hash) form snogpg,
internal access to system cannot e
steal passwords every time
password handling software ryp;
algorithm. Password cracking techn
used to recover passwords from
systems .Attackers use passwor
techniques to gain unauthorized 3¢
vulnerable system. Most of the
cracking techniques are successfy] ¢
or easily guessable paSSWOFdS.Passtrd
cracking or ‘password hacking’ as s j More
commonly referred to a cornerstone of Cyber
security and security in general, Passworg
hacking software has evolved tremendously oyer
the last few years but essentially it comes down
to several thing, firstly what systems are in
place to prevent certain popular types of
password cracking technique and secondly,
what is the computing processing power of the
hacker, Typically password hacking involves a
hacker brute forcing their way into a website
admin panel (or login page) and bombarding the
server with millions of variations to enter the
system. That requires CPU. Password and user
account exploitation is one of fargest issues in
network security Password cracking is aterm
used to describe the penetration of a network,
system or resource with or without the use of
tools to unlock a resource that has been secured
with a password.?
Storing passwords

If you have to choose between weak
passwords that your users can memorize afld

t writé

strong passwords that your users mus
down, | recommend having readers writé down
passwords and store the information secur?\;
Train users to store their written passwomIS i

the ’ha“’l;
iqUES are
Compytg,
d Crackin

cess to the
paSSWQrd
ueto weak

. gasily
secure place — not on keyboards or I refires
cracked password-protected compute ed

uld stor®

(such as spreadsheets). Users shouid >~
ocation

written password in either of these | -
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Afocked file cabinet or office safe

an encrypted file or database, using

h tools as
o PGP (www.pgpi.org for the free open.

ce version or WWW.pgp.com for the
rclalvcrsion)

o Open-source Password Safe, originally
Jeveloped by
Coumc,pane(passwordsafe.sourccforue.nr:t)’
password cracking:

password cracking is the process of
yessing Of recovering a password from stored
locations Of from data transmission system. It
i used to get a password for unauthorized
Jccess or to recover a forgotten password. In
pene!ration testing, it is used to check the
security of an application. If the password is
¢trong enough with a combination of numbers,
characters and special characters, this cracking
method may take hours to weeks or months. A
few password cracking tools use a dictionary
that contains passwords. These tools are totally
dependent on the dictionary, so success rate is
lower.In the past few years, programmers have
developed many password cracking tools.A
password is the secret word or phrase that is
used for the authentication process in various
applications. It is used to gain access to
accounts and resources. A password protects
our accounts or resources from unauthorized

suC

souf
comme

what is

access.*

10 Most Popular Password Cracking
Tools
1, Brutus:

If you don’t know, Brutus Password
Cracker is one of the fastest, most flexible
remote password crackers you can get your
hands on —it’s also free to download Brutus. It
is available for Windows 9x, NT and 2000, there
is no UN*X version available although it is 3
Possibility at some point in the future .Brutusis
one of the most popular remote online password
cracking tools. It claims to be the fastest and
most flexible password cracking tool. This tool

rlo_-nl. Joutnal
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i free and s, only availabfe for
;:‘[.It-m'., It vy released back in October
JOO.This taol hay not heen upd '

years Sl it can be ysefyl for
2, Rnlnll)(m’.v lr.racklnﬁ;:
ambow Cri in i
implementation ufr ;:}:’II:;: ): H(‘)f:lr‘-}r‘..! [':rr:f;o',u
time-memory trade-off :l:rl e foeter
L *chnique, It crack
hashes with rainbow tables, Rainbow Crack yses
time-memory trade-off algorithm to crac-lf
hashes. It differs from brute force hash crackers,
After computation, results are stored in the
rainbow table, This process is very time
consuming. But, once the table is ready, it can
crack a password must faster than brute force
tools.
3. Wfuzz:

Wfuzz is another web application password
cracking tool that tries to crack passwords with
brute forcing. Wfuzz is a tool designed to brute
force web applications, it was created to
facilitate the task in web applications
assessments, and it’s a tool by pen testers for
pen tester. It can also be used to find hidden
resources like directories, servlets and scripts.

Key features of Wfuzz password cracking

ocad" |

051
R//i;ll’b-}ji

ated for many
you,

tool:
Output in colored HTML

Brute force HTTP Password
POST and GET brute forcing

BAESWORD, CRACRED

4. Cain and Abel:

Cain and Abelis a well-known passw_ord
cracking tool thatis capable th&{ldhﬂg a;ar:z:)yl
of tasks. The most notable thing is that the

i .can
is only available for Windows plat forms .ca

rd recover tool for
[ y
and able is a passwo d
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Microsoft Windows. It can recover many kinds

ASswords using methods such as network
Packet sniffing, cracking various password
hashes by using methods such as dictionary
attacks, brute force and cryptanalysis attacks
Cain & Abel is 3 useful tool for network
administrators teachers, security consultants/
professionals, forensic staff, security software
vendors, professional penetration tester and

everyone else that plans to use it for ethical
reasons.

S: John the Ripper:

John the Ripper is free and Open Source
software, distributed primarily in source code
form. If you would rather use a commercial
product tailored for your specific operating
System, please consider John the Ripper, which
is distributed primarily in the form of “native”
packages for the target operating systems and
in general is meant to be easier to install and
use while delivering optimal performance. John
the Ripper is another well-known free open
source password cracking tool for Linux, UNIX
and Mac OS X. A Windows version is also
available. This tool can detect weak passwords.
6: THC Hydra:

THC Hydra Download below, this
software rocks, it’s pretty much the most up to
date and currently developed password brute
forcing tool around at the moment. THC Hydra
is a fast network logon password cracking tool.
When it is compared with other similar tools, it
shows why it is faster. New modules are easy to
install in the tool. You can easily add modules
and enhance the features. It is available for
Windows, Linux, Solaris and OS X,

7. Medusa:

Medusa is also a password cracking tool
similar to THC Hydra. Medusa is a speedy,
massively parallel, modular, login brute-force for
network services created by the geeks at
Foofus.net. Medusa uses brute force attack to
create passwords. It is also faster as compared
to other password crackers. You can also

of P

perform a parallel attack. Supposa Youws
crack passwords of a few emgyj acc(')"““
simultaneously. You can specify the USernums
list along with the password list. me
8. OphCrack:

OphCrack is a free rainbow-tap)q b
password cracking tool for Windows. It s :Ed
most popular Windows password Cracking t, r
but can also be used on Linux and M3 SVStemo'

, . . S.
For cracking Windows XP, Vista ang Wi“dows
7, free rainbow-tables are also available,
Features:

*» Runs on Windows, Linux/Uniy, Mac
OS X,

*» Cracks LM and NTLM hashes,

*» Free tables available for Windows yp
and Vista/7.

*» Brute-force module for simple
passwords.

9: LOphtCrack:

LOphtCrack s a login & password auditor
and recovery application originally produced by
Mudge from LOpht Heavy Industries. In January
2009, LOphtCrack was acquired by the original
authors Zatko, Wysopal, and Rioux from
Symantec.LOphtCrack is an alternative to OPH
Crack. It attempts to crack Windows password
from hashes. For cracking passwords, it uses
Windows workstations, network servers, primary
domain controllers, and Active Directory.
Lophtcrack is a login & password auditor and
recovery application originally produced by
Mudge from LOpht Heavy Industries.

10: Aircrack-NG: _

Aircrack-NG is a Wi-Fi password cracking
tool that can crack WEP or WPA paSSW"rdS‘
Aircrack-NG is an 802.11 WEP and WPA-PSKkeys
cracking program that can recover keys O"C;:
enough data packets have been captured: ]
analyses wireless encrypted packets and ”_':g
tries to crack passwords via its crack
algorithm,s6

: t your

Five seven ways to protec

Password from hackers :

= T o\l‘d
db Printing Area : Interdisciplinary Multilingual Refereed Journal




lmpact M
L{SN: 2394 5303| .'\l\'l’;r:'if‘ | thucﬂud%

eateh joutnal

January 2018
Special Issye

o%xea”
053

-
sda s LU

X

P VI
Uise

- h - _
pick a weak password:
password), 123456 or ‘abc123’ are
warrible passwords because they’re easy to
::_QL One way to build a strong password is to
L:::\ of 3 phrase or sentence that other people
;\:;‘:n't know and then use that to build your
.cenord. For example, think of a personal
:;_q;e like “l want to see more Indian women
;?_—;:ciogy' and then build your password

1 pon't

» word—'iw2sm!. When you’re asked to

or update a password for a site, avoid
patterns that are easily guessed.
Data and TeamslID suggest you select
ing that’s 12 characters or longer, using
lzzters, numbers and other symbols.
1.Different accounts need different
passwords:

While it’s certainly easier to use the
s2me password on multiple accounts, remember
that doing so can increase your defenceless
ness” Not only can hackers use that password
to access other important accounts of yours,
ou're also opening yourself up to security from
zlarger number of people trying to crack many
different accounts.

Just like you wouldn’t use the same key
for your home, car and office, you should never
use the same password across different
Websites. Some websites allow you to add an
®xtra layer of security to your account by
f:aaih"g a 0“%*tir’r}e password. Often referred
anoth:rn'kOT-P' this will require you to enter
it tc?y or code to unlock your account. |r|
alarge numeOUf Password. If you regularly visit
which paseuy er of sites and worry you'll forget

ord to use, this next tip will come

m
w r
)

f“l
(1Y)

¥

]
(& ]
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in handy.
3. Consider a password manager:
various usZ?:]?:aO;g ::;"agers o Pimckafthe
various accounts, not onﬁastjwon‘js o
saving you time ‘bv auto i tc"OSI:lng Safer v
username/password fi s, T F'I”mg n the
: ields. They’ll also syn
chr9n|ze Your passwords across different
devices, meaning you won’t be stumped if you
logon to a site from your smartphone but
registered on your laptop. There are several
options to choose from, including offerings from
Norton, Dash line, Last Pass.
4. Don’t share your password:

This seems like common sense, but some
people still freely give their passwords to others.
Globally, says Norton, 31 percent of millennial
are likely to share theirs. And one-third of the
people who say they’ we shared their password
in the U.S. have shared the password to their
bank account. Don’t be one of those people.

5. update your software:

It seems we're notified almost daily
about some program or another that requires
an update.If you do forget your password or get
locked out, you need a way to get back into your
account. Many services will send an email to
you at a recovery email address if you need to
reset your password. So it’s important to make
sure your recovery email address is up-to-date
and is linked to an account you can still access.
6. If Biometric is an option:

Take it Smart phones, tablets and laptops
are increasingly letting you log on with a finger
print instead of a password. That’s not only more
secure, it also prevents you from forgetting your
password.HSBC is one company embracing the
movement, launching voice recognition and
touch security services for up to 15 million UK.
customers who access their accounts through

their mobile devices.
7. Check your settings always:

Social networking sites allow you to
eos, status updates and much

os, vid
share photos, AT
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more. Many of these services offer privacy
Settings and controls that help you decide who
€an see your content before you post it.” & *
Linux and UNIX

The following countermeasures can help
Prevent password cracks on Linux & UNIX
systems:

Use shadowed MDS5 passwords.

Help prevent weak passwords from
being created. You can use either built-in
Operating-system password filtering (such as
crackle in Linux) or a password auditing program
(such as unpassed or passes).

Check your /etc./passed file for duplicate
root UID entries. Hackers can exploit such
entries as root backdoors.?

CONCLUSION:

In day to day life we know about hackers,
in this time every person’s account and personal
information is not secure any person can crack
our passwords and misuses our data that’s why
security 1S necessary.

Many authentication schemes depend
on secret passwords. Unfortunately, the length
and of the passwords users choose remain fixed
over time. As a result, password scheme are
failing to withstand off-line password guessing
attacks. So it’s our responsibility to safe our data
with the help of strong passwords, & also
remember that password.

REFERENCE:
https://www.google.co.in/
search?g=information+of+password+
cracking&oq=information+of+password+
cracking.
https://www.wordfence.com/learn/how-
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https://www.wordfence.com/learn/how-
passwords-work-and-cracking-passwords.
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ARSTRACT:

The intermet, as we know, has grown
woh over the last thirty years. As the world
soves online, new opportunities for computer
mause and criminal activity have arisen.
Qbercime s a relatively new phenomenon.
Qvoercnminals carry out online frauds and other
crmnal activities such as email espionage,
cedit card fraud, financial frauds, online
setamation, spreading of viruses, data theft,
obscenity, online pornography, phishing and
wokence and so on. Cybercrime is becoming ever
mare senous. 'Finding from the 2002 computer
e and security survey show an upward trend
thatdemonstrates a need for a timely review of
eusting approaches to fighting this new
Frenomenon in information age.

It has become very important for us to
“¢ aware of the various cybercrimes that has
“¥ng committed with the help of computers.
2 keep our increasingly cyber-dependent
Roety safe and secure, researcher in cyber-
Uy must constantly keep abreast of current
“reats morder to innovate new and better ways
* counter them. This paper is an attempt to
Provide g glimpse of various types of
Yoercrimes Prevalentin modern technological
00ty and what steps can be taken to protect
urselves from these cybercri
"EY\\’ORDS- . cy‘ercnmes.

E * Cyber-crime, Cyber Attacks,

tectronic Clime v . :
» Cybercrime preventions.
NTRODUCTIO N Pre

d\m:m
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in the year 18201 Th
considering the fact th
thought to be the earliest form
has been around since 3500 B.C.in India, Japan

and China. The era of modern Computers
’

however began with th [
A e e analytical enpi
Charles Babbage. e of

0S5

at is not surpris

ing
at the ah

acus, which is
of a computer,

In 1820, Joseph-Marije Jacquard, a textile
Manufacturerin France, produced the loom. This
device allowed the repetition of 3 series of steps
in the weaving of special fabrics. This resylted
in a fear amongst Jacquard’s employees that
their traditionalem ployment and livelihood were
being threatened. They committed acts of
sabotage to discourage Jacquard from further
use of the new technology. This is first recorded
cybercrime.?

Today computers have come 3 long way,
with neutral networks and nano-computing
promising to turn every atomin a glass of water
intoa computer capable of performing a billions
operations per second. Cyber-crime en
compasses criminal actions that target
computers, internet, or network utility, damaging
functionality or infiltrating systems and
processes. Cybercrime is the criminal activity
done using computers and internet. This
includes anything from downloading illegal
music file to stealing millions of dollars from
online bank accounts.>Cybercrime also includes
non-monetary offences, Such as creating and
distributing viruses on other computers or
posting confidential business information on the
internet. Computer and computer network u.sed
as a tool or a target or a place of criminal
activity. Crime committed usinga co.n‘-lput.er and
internet to steal a person’s identification or
illegal imports or malicious programs. va:;
crime is nothing but where the comPUte': HSE!

; ¢ i Cybercrime 1s
as an object or subject of crime. Ly Ceatad
the latest and perhaps the most compii
problem in the cyber world.

TYPES OF CYBERCRIME:

i e
When any crime is committed over th

UGC Approved
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%Interdisciplinaw Multilingual Refereed Journal .

Sr.No.4305




ISSN: 2394 5303 Factor

Tmpact |

Qntacnational

Meinting ofcea”

saatch Joutnﬂl

January 2018 (
l Special Issue 156

: S.0
W Laun

fered to as a cybercrime. There

are many types of cyber crimes .

HACKING:

illegal ilnts;iua tt_erm that defines sending an
T Thic 'on to any othler computer or
wherein -a S is a type of crime takes place
Person’s computer information can
be at.??esed by an another person by which his
Sensitive information can be used by another
person which can cause 3 measure harm to his
p?rspnal data and information. In hacking, the
criminal uses 3 variety of software to enter a
Person’s computer and a person may or may not
be aware that his computer is being accessed
from a remote location.
MALICIOUS SOFTWARE:

Malicious software or Malware are
Internet-based software or programs that are
used to disrupt a network. Malware includes
computer viruses,worms,trojan horses, spyware,
crimeware and other unwanted softwares.These
softwares are design to infiltrate computer
system without any owner’s informed consent.
These softwares are used to gain access to a
system to steal sensitive information or data or
causing damage to software present in the
system.?

PIRACY OR THEFT:

This crime occurs when a person
violates copyrights and downloads music,
movies, games and software. There are even
peer sharing websites which encourage
software piracy and many of these websites are
now being targeted by the FBI. Today, the justice
system is addressing this cyber crime anq there
are laws that prevent people from illegal

downloading.®

IDENTITY THEFT: . .
Identity theft is also known as identity

fraud. It is a crime which occurs whfen someone
uses another’s personally identifying
information like their nafne,bank aC_COU"t
number, debit card & credit c.ard details and
other sensitive information to siphon money or

to buy things online in the victim'’s Name. Thi
has become a major problem with peop|a Using
the Internet for cash transactions ang bankin[,:

services.
WEB JACKING:

This term is derive from term hj jaCking
In this kinds of offences the hacker gains access‘
and control over website of anothor.He May alsy
change the information on site.In this kinq of
attack, the actual website is never toucheq.
Instead, the system (DNS) that resolves websjt,
URL to IP address is compromised. The interpet
works on the principle that every computer and
website has a unique IP address. To browse 5
website, we simply type in URL into the browser.
The browser makes DNS request to get the rea)
address of the website.Only then can it connect
to website. In a webjacking attack, DNS entries
are modified so that the real website’s URL now
points to anothor website’s IP address. Hence
the DNS server replies with the malicious site
IP address, Whichthe browser then connect to
and display to us.This attack may be donefor
fullfill political objectives or for money.®
PHISHING:

Phishing is a type of social engineering
attack often used to steal users data, including
login credentials & credit card details etc.
phishing attacks typically rely on social
networking techniques applied to email or other
electronic communication methods, including
direct messege send over social networks,SMS
text messeges.In phishing, the attacker would
Create a situation were users believe that they
are dealing with an authorized party,such as
bank or any known social media sites.The
attacker will then ask the user for sensitive
information such as username,passwords and
credit card informationetc. An attack can have
devastating results. For individuals, t_h's
includes unauthorized purchases, the stealing
of funds, or identity theft.”

PREVENTIONS:

; ions to
Below are some technical solution b
UGG Approve
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eventYOU e SOFTWARE AND SECURITY

E: ‘
OFTW:::ftivirus software or anti-malware

is computer software used to pre_w?nt,
dremove malicious software. Antivirus
a program that is designed to find
lize malware and viruses. Some of
re include McAfee, Norton and
programs are able to scan your
computer’s hard drive and identity files that are
malicious Of suspicious. Hackers are constantl.y
churning out New viruses and mal\.Nare that‘ is
designedto steal financial informatlon,.websue
passwords and other sensitive information from
innocent victim. Millions of new viruses pop up
each year and new threats are discover every

day.

gOﬂ\\‘ilft'-'
ee(ect an
coftware 15
and neutra
these softwa
stopzilla. These

In this constantly changing environment,
it is impossible to completely avoid the threat
of viruses but using trustworthy antivirus
software can minimize your risk for infection and
damage done. *

TWO-STEP VERIFICATION:

Two steps verification helps protect you
by making it more difficult for someone else to
sign in to your account. It uses two different
forms of identity: your password, and contact
method (also known as security info). Even if
someone else finds your password, they will stop
if t.hey don’t have access to your security info.
This is also why it is important to use different
Passwords for all your accounts
= emlfa\i,'lou set up two step verification with
aUthenticato.;lddress, phone. m.zmber, or
device o fror:pp. When you sign in on a new
SeCUI’ity code t o new [oca.tlor." you — get a

O enter on sign in page.
grzgubfoim:il or cloud service offers it -
ublet se't t}I’;’_Dle and Facg-book do - take
YOUF Passwor ISup. In addition to entering

» YOU are also asked to enter a

verification ¢og .
3hacker mighy ce >€ntvia SMSto your phone. So

Gmail,
thetro

the unique and temporary verification code
should not be able to access your account. Keying
in a password or code 40-plus times a day might
seem like a hassle but it is your first line of
defense.’

ONLY SHOP ONLINE ON SECURE SITES:

Online retail has made shopping easier
than ever, but it has also increased the likelihood
of your private information ending up in the
hands of wrong person. Before entering your card
details, always ensure that the locked padlock
or unbroken key symbol is showing in your
browser. Additionally, the beginning of the online
retailer’s internet address will change from
“http” to “https” to indicate a connection is
secure. Be wary of sites that change back to
http once you’ve logged on.

DIFFERENT SITE, DIFFERENT PASSWORDS:

Keeping a common password for all
online accounts is a lot like having the same
key for all locks. Only difference being that it is
alot easier to get hold of the online key. A single
strong password just isn’t enough any more.
When people reuse the same password for their
email,their bank account or any other site across
the internet, then it won't take long for black
hat hackers to identify multiple places they can
use your stolen password. You must use different
strong passwords on every site where you have
an account-at least, every important site.™
DON’'T STORE YOUR CARD DETAILS ON
WEBSITES:

Err on the side of caution when asked if
you want to store your credit card details for
future use. Mass data security breaches (where
credit card details are stolen en masse) aren’t
common, but why take the risk? The extra S0
seconds it takes to key in your details each time
is a small price to pay."

INSTALL FIREWALL:

Firewall software prevents hackers from
getting into your computer system sO be always
have this switch on. To access your ﬁ'e“'_a"
setting, go to “windows control panel” and click

Pring rackyour password, but without
In " = GC Approved
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CONCLUSION:

Obviously, cybercrime is on the rise, but
e :?.wareness and ability to get rid of it.
ay's world, cybercrime is everyone’s
em because every individual, every
depe:\‘:::: anc} every organization is heavily
Sepet on it. Cybercrime seriously affects
Individuals, businesses, and national security
due to the Pervasiveness of the internet. User
awareness is the key to secure computer/
r\etwork, SO we must pay attention to all those
:‘SSU(-es and protect the world from cybercrime.
As internet technology advances so does the
threat of cybercrime. In times like these we must
protect ourselves from cybercrime. Antivirus
software, frequently changing password or ID
number, Never open suspicious emails and only
navigate to trusted sites.” The prevention is
always better than cure. It is always better to
take certain precaution while operating the net.

SO is th
In tod
probl
instit
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cOMPUTER SECURITY: HACKERS
AND VIRUSES

KHAN RIZWANA ABDURRAHMAN
YEWS NATIONAL SENIOR COLLEGE,NASHIK

w
ABSTRACT:

Even after thirty years of work on
computer security, almost all the systems in
service today are extremely vulnerable to
attack!. The main reason is that security is
expensive to set up and a nuisance to run, so
people judge from experience how little of it
they can get away with. Because there’s been
little damage, people decide that they don’t need
much security. Most of the time it is so
complicated that it’s hardly ever done right.

While we await a catastrophe, simpler
setup is the most important step toward better
security. In a distributed system with no central
management like the Internet, security requires
aclear story about who is trusted for each step
in establishing it, and why. The basic tool for
telling this story is the “speaks for” relation
between principals that describes how authority
isdelegated, that is, who trusts whom. The idea
is simple, and it explains what’s going on in any
system | know. The many different ways of
encoding this relation often make it hard to see
the underlying order.

KEYWORDS: Computer Security, viruses and
hackers,

INTRODUCTION:

Its been more than 30 years that people
enwarking on computer system security.
this time there have been many
the subiz:i;ugf:esses' Notable among them are
ontrol Jj i cht access matrix model access
Sts multileyel security using information

have be
Duﬂng
intellect

flow and the star-property,public ke
cryptography, and cryptogr

spite of these successes, it seems fair to say
that in an absolute sense, the security of the
hundreds of millions of deployed
systems s terrible: a determined and competent
attacker could destroy most of the information
on almost any of these systems, or steal it from
any system that is connected to a network. Even
worse, the attacker could do this to millions of
systems at once. The Internet has made
computer security much more difficult than it
used to be. In the good old days, a computer
system had a few dozen users at most, all
members of the same organization. It ran
programs written in-house or by a few vendors.
Information was moved from one computer to
amother by carrying tapes or disks.

COMPUTER SECURITY:

DEFINITION:

Computer security is the protection of
information systems from theft or damage to
the hardware, the software, and to the
information on them, as well as from disruption
or misdirection of the services they provide.1*
GOALS OF COMPUTER SECURITY:

Integrity

Guarantee that the data is what we
expect

Confidentiality

The information must just be accessible
tothe authorized people

Reliability

Computers should work without having
unexpected problems

Authentication

Guarantee that only authorized persons
can access to the resources
COMPUTER SYSTEM ASSETS:

Hardware

Threats include accidental

deliberate damage

Software . .
Threats include deletion, alteration,

y
aphy protocols , In

computer

and
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saatch Jmunal )
ales of anti-virus products ———

T LS80tgmn
damage :

. Backups of the most recent versions can

maintain high availability

Data

Involves files

Security concerns for availability,
secrecy, and integrity

Statistical analysis can lead to
determination of individual information which
threatens privacy.
VIRUSES:
DEFINITION:

A computer virus is a type of malicious
software program (“malware”) that, when
executed, replicates itself by modifying other
Computer programs and inserting its own
code.[1] Infected computer programs can
include, as well, data files, or the “boot” sector
of the hard drive.2

WHAT IS COMPUTER VIRUS:

Computer virus refers to a program which
damages computer systems and/or destroys or
erases data files Virus is a small piece of
program that can infect other programs by
modifying them to include a copy of itself.
COMPUTR VIRUS HISTORY:

1988: Robert Morris made a worm thatinvaded
ARPANET computers disabled 6,000 computers
on the network by overflowing their memory
banks with copies of itself

1991: Norton Anti-Virus software

1999: “Melissa” virus-infected thousands of
computers very fast by sending copies of itself
to 50 names in the address book on Outlook e-
mail Led to an estimated $80 million in damage

and record s |
2000: “I Love You” virus

-was sent by email and infecteq 10 % of
computers in only one day )

_created by a young Filipino Compute,
student who did not get punished becaysq ther
the Philippines had no laws against hackinr,
which led to the European Union’s globai

Cybercrime Treaty.
2001: “Nimda” virus.

-had 5 ways of infecting systems
2004: MyDoom spreads through emails ang file.
sharing software faster than any previous yir,,

orworm.
Allows hackers to access the hard drive

of the infected computer.

An estimated one million computers
running Windows are affected by the fast.
spreading Sasser computer worm.

The worm does not cause irreparable
harm to computers or data, but it does slow
computers and cause some to quit or reboot
without explanation.

2006: Discovery of the first-ever malware Trojan
horse for Mac OS X

2008: Tor pig is a Trojan horse which affects
Windows, turning off anti-virus applications.
Itallows others to access the computer, modifies
data, steals confidential information and installs
malware on the victim’s computer.

2009: Conficker infects anywhere from 9 to 15
million Microsoft server systems.

French air force, Royal Navy warships
and submarines, Sheffield Hospital network, UK
Ministry of Defence, German Bundeswehr and
Norwegian Police were all affected.
DIFFERENCE BETWEEN VIRUS AND WORM:

The difference between a worm and 3
virusis that a virus does not have a propagation
vector. i.e., it will only effect one host and does
not propagate to other hosts. Worms propagate
and infect other computers. Majority of threats
are actually worms that propagate to other hosts
TYPES OF COMPUTER VIRUS:
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Time Bomb
Logical Bomb
worm

goot Sector Virus
Macros Virus
gript Virus
Trojan Virus.3’

OMB: B
mime Bsoftware that is inherently malicious,

h as Viruses and worms, often contain logic
v t;s that execute a certain payload at a pre-
zo?’ned time or when some other condition is

efl

met.

1SS

ime bomb is a virus program that

At
particular date

erforms an activity on a

LOGICAL BOMB: .
A logical bomb is a destructive program

that performs an activity when a certain action

s occurred. ' ' _
" Other way for the logic bomb is a piece

of code intentionally inserted into a software
system that will set off a malicious function

when specified conditions are met.
For example, a programmer may hide a

piece of code that starts deleting files (such as
3 salary database trigger), should they ever be
terminated from the company.

WORM VIRUS:
A worm is also a destructive program

that fills a computer system with self-replicating
information, clogging the system so that its
operations are slowed down or stopped.

A computer worm is a standalone
malware computer program that replicates itself
in order to spread to other computers. Often, it
usesa computer network to spread itself, relying
on security failures on the target computer to
access it.

BOOT SECTOR VIRUS:

A boot sector virus infects boot sector
Sfrzgri:‘:”tzrs- PUT ing S.ystem boot, boot sector
s sto(::d?d into m.aln memory and destroys

in hard disk.

Boot-sector viruses infect computer

systems by copying code either to the boot
sector on a floppy disk or the partition table on
a hard disk. During startup, the virus is loaded
into memory. Once in memory, the virus will
infect any non-infected disks accessed by the
system.

MACROS VIRUS:

A macro virus is a virus that is written in
a macro language: a programming language
whichis embedded inside a software application
(e.g., word processors and spreadsheet
applications).

A macro virus is a computer virus that
“infects” a Microsoft Word or similar application
and causes a sequence of actions to be
performed automatically when the application
is started or something else triggers it, macro
virus is loaded into main memory and destroys
the data stored in hard disk.

SCRIPT VIRUS:

Commonly found script viruses are
written using the Visual Basic Scripting edition
(VBS) and the JavaScript programming
languages.

A Script Virus usually comes from
webpage advertisements and is therefore wide-
spread.

TROJAN VIRUS:
Trojan Horse is a destructive program. It

usually pretends as computer games or
application software. If executed, computer
system will be damaged.

Trojan Horse usually comes with
monitoring tools and key loggers.

These actions can include:

Deleting data

Blocking data

Modifying data

Copying data
VIRUS DETECTION:

Given a known computer virus A
consider the problem of detecting an infection

by V.
The most straightforward approach to

Pring: - — _ : GCA d
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solving this problem

is just to scan incoming
messages by <vs,

Butvirus can easily evade this technique
by altering their text in ways that have no effect
Oncomputation that v performs.

For example, source code could be
modified to add blanks in meaningless places
or to add leading 0's to numbers.

Executable code could be modified by
ump instructions to the next instruction.
So the practical virus detection problem

can be stated as “Given a known virus V and an

input message M”, does M contain the text of a

Program that Computes the same thing V
computes?

adding j

We know the equivalence question is not
decidable for turing machines, using that the
equivalence question for arbitrary programs is
also not decidable.

So, we can’t solve the virus problem by
making a list of known viruses and comparing
new code to them.

Suppose that, instead of making a list of
forbidden operations, we allowed users to define
a “white list” of the operations that are to be
allowed to be run on their machines.

Then the job of a virus filter is to com pare
incoming code to the operations on the white
list.

Any code that is equivalent to some
allowed operation can be declared safe. But now
we have EXACTLY THE SAME PROBLEM. No test
for equivalence exists.

HACKERS:

,
3 Tiams

/

sasswOR ef_' ',._'

4

DEFNITION:
Computer hackers are unauthorized
users who break into computersystems in order

1o steal, change or destroy '”form
by installing dangerous malware Without y,,,
knowledge or consent. Their clever tact
detailed technical knowledge help thep,
information you really don’t want them .,
TYPES OF HACKERS:
White hat

breaks security for non-maljc
reasons, perhaps to test their own sq
system or while working for a security com
which makes security software.
Black hat

a black hat hacker who Violates
computer security for little reason beyong
maliciousness or for personal gain . Black hat
hackers break in to secure networks to destroy
data or make the network unusable for those
who are authorized to use the network.
Grey hat

A grey hat hackers is a combination of 3
black hat and a white hat hacker. A grey hacker
may surf the internet and hack in to a computer
system for the sole purpose of notifying the
administrator that their system has a security
defect

Ex: then they may offer to correct the
defect for a fee
Script Kiddie

A script kiddie is some one who looks
out to exploit vulnerability with not so much as
trying to gain access to administrative or root
access to the system
Underemployed Adult Hackers

Former Script Kiddies

Can’t get employment in the field

Want recognition in hacker community

Big in eastern European countries
Ideological Hackers

hack as a mechanism to promote some
political or ideological purpose

Usually coincide with political events
Crackers

Cs angd
dCcesg
haVeﬁ

ious
urity
pany

Are the people aiming to create software
tools that make it possible to attack computer
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< or crack the copy protection of use-fee
coftware. A crack is therefore an executable
' rogram created to modify the original software
e o remove its protection.

gystem

toast

rder’s .
@ Mainly attack chip card systems

(p_micularly bank cards)

to understand how they work and to
exploit their flaws. The term carding refers to
chip card piracy.

HACKERS ACCESS YOUR INTERNET:

In 1988 a “worm program” written by a
college student shut down about 10 percent of
computers connected to the Internet. This was
the Eeginning of the era of cyber attacks.

Today we have about 10,000 incidents
of cyber attacks which are reported and the

number Erows.
Once inside hackers can..

Modify logs

To cover their tracks

To mess with you

Steal files

Sometimes destroy after stealing

A pro would steal and cover their tracks
soto be undetected

Modify files

To let you know they were there

To cause mischief

Install back doors

So they can get in again

Attack other systems.*
COMMON ATTACKS:
SF’Oofing
Definition
o An attacker alters his identity so that
Ema?lose thinks he is some one else

» User ID, IP Address, ...
Attacker exploits trust relation between

User ang
networked machi )
; ch
Machineg Ines to gain access to

Types of SPOOfing:
Ip SpOOfing

S " "= .
Web Spoofing cclal Issue

DENIAL OF SERVICE (DOS):
Definition

Attack through which
render a system unusable o
down the system for |e
overloading the system so
use it.
Types:

Crashing the system or network

Send the victim data or packets which

will cause system to crash or reboot.

Exhausting the resources by flooding the
system or network with information

Since all resources are exhausted others
are denied access to the resources

Distributed DOS attacks are coordinated
denial of service attacks involving several
people and/or machines to launch attacks
PASSWORD ATTACKS:

A hacker can exploit a weak passwords
& uncontrolled network modems easily

Steps

Hacker gets the phone number of a
company

Hacker runs war dialer program

If original number is 555-5532 he runs
all numbers in the 555-55xx range

When modem answers he records the
phone number of modem

Hacker now needs a user id and
password to enter company network

Companies often have default accounts
e.g. temp, anonymous with no password

Often the root account uses company

name as the password
For strong passwords password crac

—_—

a person can
r significantly slow
gitimate users by
that no one else can

king

techniques exist

PASSWORD SECURITY:
password hashed and stored

Salt added to randomize pas

stored on system
Password attacks lau

sword &

nched to crack

Email Spang; 4
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PASSWORD ATTACK- PROCESS:

Find a valid user ID

Create a list of possible passwords

Rank the passwords from high probability
to low

Type in each password

If the system allows you in - success !

If not, try again, being careful not to
exceed password lockout (the number of times
YOU can guess a wrong password before the
system shuts down and won’t let you try any
more)
PASSWORD ATTACKS- TYPES:
Dictionary Attack

Hacker tries all words in dictionary to
crack password

70% of the people use dictionary words
as passwords
Brute Force Attack

Try all permutations of the letters &
symbols in the alphabet
Hybrid Attack

Words from dictionary and their
variations used in attack
Social Engineering

People write passwords in different
places

People disclose passwords naively to
others
Shoulder Surfing

Hackers slyly watch over peoples
shoulders to steal passwords

Dumpster Diving

People dump their trash papers in
garbage which may contain information to crack

passwords
ETHICAL HACKING:

Independent computer security
Professionals breaking into the computer
systems.

Neither damage the target systems nor

steal information.
Evaluate target systems security and
report back to owners about the vulnerabilities

ETHICAL HACKERS : NOT CRIMINAL HACKERS
Completely trustworthy.
Strong programming and computer

networking skills. |
Learn about the system and trying to find

its weaknesses. o
Techniques of Criminal hackers.

Detection-Prevention.

Published research papers or release
security software.

No Ex-hackers.

PROTECTING:

SECURETY STRATEGIES:

Firewall

allows normal Web browser operations
but prevents other types of communication

checks incoming data against a list of
known sources

data rejected if it does not fit a preset
profile

Network Sniffer

displays network traffic data

shows which resources employees use
and Web sites they visit

can be used to troubleshoot network
connections and improve system performance

Antivirus Software

detects and deletes known viruses

Internet allows antivirus software to
update itself to detect newer viruses.

Some popular anti-virus programs:

McAfee

Norton Utilities

Inoculan

F-Secure
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Internet Guard Dog
pC-cillin
AUTHENTICATION:

Credentils

(Password, etc,)
>

Accepiance or Rejechon i

WORD AUTHENTICATION:

Reusable Passwords

strings of characters typed to
suthenticate the use of a username (account)

Cnacomputer.
They are used repeatedly and so are

czlled reusable passwords.

Benefits
Ease of use for users (familiar)

Inexpensive because built into operating
systems

Often Weak (Easy to Crack)

Word and name passwords are common.

spot, mud, helicopter, veterinarian

They can be cracked quickly with
dictionary attacks.

Word and name passwords are never
adeguately strong, regardless of how long they
cre.

Passwords Should Be Complex

Should mix case, digits, and other
reyboard characters (S, #, etc.).

~ Complex passwords can be cracked only
¥ith brute force attacks (trying all possibilities).

Passwords Also Should Be Long
. Should have a minimum of eight

afacters,
Each added character increases the

brute force i
search time by a factor of
: ‘ y or of about 70.

Cont

e Special Issye
criminals cannot get
3

they cannot do harm.
Authentication
Proving one’s identity
Cannot see the other
part
HELPFUL HINTS TO AVOID UIRUSyES'

Obtain software
only f
sources. y from trusted

Use a safe Web browser and e-mail

access,

client.

g ﬁ'ei.can allnewly-obtained disks, programs,
ACTIONS TO PREVENT VIRUS INFECTION:

‘ Don’tshare Drive C: without a password
and without read-only restrictions.

Empty floppy drives of diskettes before
turning on computers, especially laptops.

Forget opening unexpected e-mail
attachments, even if they’re from friends

Get trained on your computer’s anti-virus
software and use it.

Have multiple backups of important files.

This lowers the chance that all are
infected.

Install security updates for your
operating system and programs as soon as
possible.

Jump at the chance to learn more about
your computer. This will help you spot viruses.
CONCLUSION: ‘

Computer Security is a continuous battle

As computer security gets tighter

hackers are getting smarter

REFERENCESS: .
http://www.spamlaws.com/wrus-

comtypes.html -
http://d ataanalysis.vsb.cz/Data/Vyuka/

PVB11%20Hacking.pdf ‘
mputer%ZOViruses.pdfhttp:/

vxheaven.org/lib/pdf/Self—RepIicating%onurin

g%20Machines%20and%20co
http://www.spamlaws.com

types.html

Jvirus-

%s to Resources

= -
Ng Area : Interdisciplinary Multilingual Refereed Journal_d (EENEILE




ISSN: 2394 5303\

Tmpact
Factor

S-OII(HJII‘\ Qntexnational

o xintin

.¢1M January 2018 I 066
seaxch goutnal]  Special Issue

https://www.bing.com/
search?q=computer+security+definition+&fo
rm=PRACE1&pc=ACTE&httpsmsn=1
&refig=06c7d0e0621c4ee58f3c 044b04bbf
6d4&sp=-1&pq=computer+security+ definition+
&sc=2-29&qs=n&sk=&cvid=06c7d0e0621c
4ee58f3c044b04bbfeda

https://www.bing.com/
search?q=definition+of+computer+virus
&qs=n&form=QBRE&sp=-1&pq=definition
+of+computer+virus&sc=8-28&sk

=&cvid=D250663740114803B00DC
EESAS1CEDSYD

ACKNOWLEDGMENT:

As a student, it is my small step to
accomplish long academic journey. As a
beginner, | have taken every precaution of a
reference that should not go unnoticed. | am
highly thankful and remain grateful to the entire
authors, whose research papers, books and
articles have been referred. By mistakes, if any
authors have been left to be referred, | seek
apology from them and hope honorable authors
will cast their mercy and excuse me. This
research paper would not have been possible
without the support and encouragement of my
colleague and friends & this research was
supported/partially supported by colleague we
are thankful to our colleagues who provided
opportunity for fetch your expertise.

(Footnotes)
1.https://www.bing.com/
search?q=computer+security+definition+&form=
PRACE1&pc=ACTE&httpsmsn=1&refig=06c7
d0e0621c4ee58f3c044b04bbf6d4&sp=-
1&pqg=computer +security+definition+&sc=2-
29&qs=n&sk=&cvid=06c7d0e0621c4ee58
f3c044b04bbfed4
2.https://www.bing.com/
search?q=definition+of+computer+ virus&qs
-n&form=QBRE&sp=-1&pq=definition+
of+computer+virus&sc=8-28&sk=&cvid

—D750663740114803BOODCEEIAIICEDID
3. http//:www.spamlaws.cc)m/viruS_

types.html _

4, https://www.bmg.com/search?c':
computer+hacking&FORM=R5FD5

5. http://www.spamlaws.com/virus-

types.html

aaq

(i, Printing Area : interdisciplinary Multilingual Refereed Journal oY u:f..‘:,'_’f;g'é;d




lauaauo)) ¥ [edidung JOJEUIPIO-0))

(uey] "V pesur aq) (ue] "A\ utzeN ‘yo1g)

= R

Eﬁ&u@}mugﬁﬂwﬂﬁﬁmﬁgi\

vy 20300 13O /Yo L =YryFON 2 ‘TpAT) Tpave barior) onEe TowoO)R ‘TUTRE Ampnifuicy; fo juupogacy,
=7 kg prowobao ‘910z ‘9t g 61 henumf v prry  Bupavy I, v s 7] 70 ks omp 7y o

SOSTIY IR v PUn SUIHIUF]
?uuwlﬂwiﬁd Pz e pos] prsspp [ eles Prasas | prrodenegs
S0y Jﬂédjﬁjg%\&u\ %«@.\v@ 1037 Rl o3 57 5y

ANSIdAIUN) dun A requIAeS ‘anNd§
: Ag] patosuodg
810T '91 ¥ S| Adenuep
SAUPPEY ey

U0 DU [2A2] IS
‘uonednddy 3 2uwg andwo) jo yudunaeda(
‘ung ‘KISIDAIUN U NN 1BQLIIAES O) PaIRL|LGY

(SIN) “NiyseN “ajan)) wpans sndwe)) [puoneN

HOHTTOD HOINHS TVNOILVN

S A19120G QIR B ==_a_nu=vn— nox

i
. B




