il 3 b “I s3o
Ddir S;at% 'Ij.ezé l?@el'mm':lr %’5’

nucal Hackil
o= ..o..msaam@ ==

Department of Computer Science andAppllcatlon
A3 Xa &
~ BCUD, Savutrlhal Phule Pune Umvemty

5111101611-— |
1100101011

R Convener Coordinator Asst. Coordinator.
o1l Dr. J.A. Khan Ms. Khan Nazmin Wasim Mr. Owyes Siddiqui
Principal Asst. Professor Asst. Professor
— - 4—

NATIONAL SENIOR COLLEGE

National Campus, Maulana Azad Road, Sarda Cirrcle, Nashik

Scanned by CamScanner



Impact "“

ISSN: 2394 5303| e

January 2018 011
501101 Qntunutonal u.thoumnl

Special Issue

£ || Index |]

S
B:l) Mobile Transaction Security using SMS based OTP

9. Mrs. Rameshwari M. Hullule, Nashik Il 12

U‘S

--------------------------------------------------------------------------------------------------------------------------------------------------------------------

----------------------------------------------------------------------------------------------------------------------------------------------------------------------

S ) Study of Hacking and Ethical hacking.
@ MushiraMohd.Danish Shah, Nashik Il 26
>

--------------------------------------------------------------------------------------------------------------------------------------------------------------------

'S4) Penetration Testing
= Khan Nazmin Wasim, Nashik Il 30

---------------------------------------------------------------------------------------------------------------------

Es) GOOGLE HACKING
> Asst. Prof. Anagha Kisanrao Jadhav, Nashik Il33

_:6) Mobile phones: the next frontier for hackers?
__ Prof. Nida N. Ansari || 36

------------------------------------------------------------------------------------------------------------------------------

bbb bbbttt St L L

3) Cloud Computing
§ Farukh Shahzad , Nashik || 43

--------------

----------------------------------------------------------------------------------------------------------------------------------------------------------------------

o :

>9) Password cracking & Security

'S Khan Jasmeen Tanveer, Nasik || 49
1=10) Cyber Crime & Its Prevention Techniques

2. Khan Shohira Aqueel, Nasik || 55
811) COMPUTER SECURITY: HACKERS AND VIRUSES

| L KHAN RIZWANA ABDURRAHMAN, NASHIK Il 59

International Multilingual Research Journal

eam

//sites.go

iditor Dr.Bapu G.Gholap

Printing Area :Interdisciplinary Multilingual Refereed Journal ctg

pag ttps

Scanned by CamScanner



ISSN: 2394 5303

Tmpact
Factor

Qntetnational

d’:tntl:é gxed”

e

January 2018 0
seaxch foutnal Special Issue 40

S.011nne

07|

SECURITIES OF ETHICAL HACKING

Khan mahfooj Ab.Rahman
YEWS National senior college,Nashik

ABSTRACT:

Ethical hacking is the method to find out
the fault lines and vulnerabilities in the system
of computer network. It is an approach to
illustrate the process of hacking in an ethical
way for any network. The ethical hacker has the
good purpose to do it. Actually, it has become a
common opinion and outlook in our intellect
world for hacker that he/she will be awful,
extreme, unlawful and unethical. Basically, some
of the hacker has even done very scantily with
some organizations like they have stolen very
vital information of their clients. In some of the
government organizations and institutions, they
have damaged high classified information like
social security numbers( like face book ID and
Twitter Account) and other susceptible
information. That is the reason, hackers are not
enjoying a very good status in society. To get
rid of such conditions severalorganizations have
hired various ethical hackers to keep a trackand
a 24 hours vigilance on their significant system
and computer network. Ethical hackers are
supposing to test and check vulnerabilities and
weaknesses in the present system.

At the time of thedevelopment of the
Internet, computer security has become a major
concern for allthe businesses and governments’
organization who are heavily dependent on the
modern information technology. They want to
be able to take advantage of the Internet for
electronic commerce ( E-FCOMMERCE), publicity
and advertising, information sharing and its
permitted access, and other pursuits and

very possibility of being "hac%
tomorrow. r
KEYWORDS: Legal hacking, computer secy

tat f itieg
hacking securities,hacking insecuritjes. )

Introduction:

Ethical hacking-also known as pepe
tration testing or intrusion testingor red teaming
has become a major concern for businesses ang
governments. Companies are worried about the
possibility of being “hacked” and potentia|
customers are worried about maintaining control
of personal information.The expression
“computer hacking” carries images of un
scrupulous techies who use their skills to
However, some companies have employed so-
called “ethical hackers” to explore their own
computer systems and find potential weak
nesses. These “white hat” hackers can
demonstrate how their “black hat” counterparts
can damage vulnerable systems, while offering
advice on how to protect their clients from such
dangers. Ethical hacking can also ensure that
vendor’s claims about the security of their
products are legitimate. Security Security is the
condition being protected against danger or l0ss.
Inthe general sense, security is a concept similar
to safety those persons who is a passive person
should not see those data.

Government agencies and busines
organizations today are in constant neé
of ethical hackers to combat the growingthreat
to IT security, says Jay Bavisi, co-founder Of.the
EC Council. “A lot of government agencie
professionals and corporations now understa”t
thatif you want to protect a system, you cann?n
do it by just locking your doors,” Bavisi saV?On
an interview with Tom Field of Informat!

tracking down, but they are worried about the ~Security Media Group [transcript ,oved
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/"E@Fe-nt and co-founder of the

isi, .
BaWrsnational Council of E-Commerce
Inte Jitants created an ethical hacker standard
ons ’
fow used by the Pentagon.
|

rities: . .
secd The purpose of ethical hacking is to

ovaluate the security .of? nfetwork or system's
infrastructure. It entails finding and.attemptmg
to exploit any vulnerability to determine whefcl?er
unauthorized access or other malicious activutlt?s
are possible. Vulnerabilities tend to F)e foundin
poor o improper system configuration, known
and unknown hardware or software flaws, and
operational weaknesses in process or technical
countermeasures.

Security Computer security is required
because most organizations can be damaged by
hostile software or intruders. Moreover security
is directly related to business. This is because
if a company losses a series of credit card
numbers of its customers then many customers
would be hesitant to go back to the same
company and that particular company will lose
many customer and hence the business. There
may be several forms of damage which are
obviously interrelated which are produced by the
intruders. These include: loss of confidential
data damage or destruction of data damage or
destruction of computer system loss of
'éputation of a company There may be many
moreinthe list due to security breaches. Ethical
.haCkif-‘g is also known as penetration testing,
g‘ft{:zl?:ttesting orred teaming. With the growth
amalor c;:net, computer SEC.UFItV has become
Customen. ;Etr: atthe sa‘me time, the.potential
Maintaing €se services are worried about

X g control of personal information that
varj .
esfrom credit card numbers to social it
2Umbers and home addresses. In th ir search
oraway to approach the prob| - EIr’SEE.irCh
Came tq realize that problem, organizations
eValyate the int one of the be.st ways to
ruder threat to their interests

WOUId bet
Ohavej
DrofeSsiOn ve€independent computer security

computer systems. This scheme is called Ethical
Hacking. This similar to auditors come into an
organization to verify its bookkeeping records.
This method of evaluating the security of a
system has been in use from the early days of
computers.’

Network Security:

Network security is more about
defending and documenting defense’s. You are
finding out about firewalls and putting them up.
You will find out about VPN server security and
actually instantiate VPN servers. It’s typically
not about modelling an attack the way an
attacker would. Those are very different things.
Network security typically entails following best
practices or common techniques in order to
implement and operate in a secure manner.
Ethical hacking is finding the weaknesses in
those implementations, weaknesses and then
feeding them back into a network security
process that helps defend against them and
repel those types of potential attacks from future
occurrences.’

One of the first examples of ethical
hacking occurred in the 1970s, when the United
States government used groups of experts
called “red teams” to hack its own computer
systems. It has become a sizable sub-industry
within the information security market and has
expanded to also cover the physical and human
elements of an organization’s defenses. A
successful test doesn’t necessarily mean a
network or system is 100% secure, but it should

be able to withstand automated attacks and
unskilled hackers.

Network defence:

What are the benefits of ethical
hacking? There are some benefits of ethical
hacking are a little different than the benefits
of network defence or perimeter defence,
because ethical hacking helps any system owner
or business owner find the vulnerabilities before
an attacker does, in a way so that the attacker
would find if they were actually committing an

Prin':-aIS Altempt to break into their
in ) — —
9 Area : Interdisciplinary Multilingual Refereed Journal Fl G approved

Scanned by CamScanner



Tmpact
Dt

S.011auin)

g xintl

Qatevnational

ISSN: 2394 5303

saatch Joutndl

N

January 2014
Special Issye

oteaa” I

for ethical hacking uses these
Attacker techniques. That’s why it actually uses
the real tools, technologies, methodology and
approaches that an attacker would.
Modelling:

Modelling an attack at every times finds
vulnerabilities that cannot be found in any other
way. It helps file both weak security areasand
areas where an attacker can catch in, and also
tough security areas. Areas where an attacker
is thwarted and let down, takes perpetually.
Those are the kinds of areas that we don’t need
to worry about, or maybe need to extend those
areas or any security model is the key benefit of
ethical hacking. That’s in fact why individual
hackerdoes this. Further, ethical hacking is in
fact more of an attack modus operandi. It uses
attacker tools, working behaviors and position
of an attacker creating a an immensedissym
metry between ethical hacking and existing
network security
Securities of ethical Hacking:

Testing Security Measures The primary
advantage of having ethical hackers on a
company’s payroll is that the hackers are
allowed to test a can help companies determine
which of their computer security measures are
effective, which measures need updating, and
which ones pose little to no deterrent to
dangerous intruders. The data from these tests
allows management to make informed decisions
on where and how to improve their information
security. Finding Vulnerable Areas When the
white-hat hacker’s finish exploring the
company’s system, they turn in a report on the
system’s vulnerable areas. These areas can be
related to the technology, based systems, such

attack 1 here

The ethical hacker using the knowleg
to do malicious hacking activit; Bethg
. ) 185 Allgw:
company'’s financial and banking
seen .The possibility that the ethica| |,
send and/or place malicioys code ac‘
malware and other destructiye ané Viryge,
things on a computer system Massive a
breach. These are not common; hOWevsecumy
are something all companies sho4 czr, t.hey
when using the services of an ethicy| hac”kslder
Conclusion: &r2

As we are witnessing that map,
threats are caused and affected NOW-a-g,
due to unethical hacking of our datj orpergonfl
information, which is not secured. ANy of the
person can hack into our accounts ang Misuse
our data. Thus, why security is very my,
necessary? Because, security is a paramount
requirement of not only individuals but also t,
society and nation. The destiny of a nation s
now locked and kept at the operation of one
button on the very Key- Board of our Computer
System of this high- tech age.

In this project, | have defined some of
the measures, which can help us to secure our
data. These measures are necessary because
there are bunch of “black hat” hackers, which
are always ready to hack into our accounts. And
they can cause many type of internal harm t0
our data. Therefore, why precaution is to b
taken and we should learn some measures a1
methods to safeguard our valuable data.

Y type of

Reference:
http://semina rprojecttopics.blogSPo

2012/08/ethical-hacking.html
https://nicholasdmc4.wor

t,in/

dpreSS-Com/

as administrators who give out passwords to  2012/04/17/ethical-hacking tatiO”/

unauthorized personnel.2? https://www.scribd.com/P"eSen

in-securities of Ethical Hacking 280428658/ CSE-Ethical-Hacking

As with all types of activities which have

a darker side, there will be dishonest people Note. | steP 10

presenting drawbacks. The possible drawbacks As a student, it is mv_Sm;ey. ps 2

of ethical hacking include:’ accomplish long academic GcAP}’,’S;'Jd
sr.N%
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—ner, | have taken every precaution of a
o ce'! that should not go unnoticed. | am
; h:erhankful and remain grateful to the entire
% vrs whose research papers, books and
3ut'h'05 r'|ave been referred. By mistakes, if any
am;srs have been left to be referred, | seek
au;ogy from them and hope honorable authors
ap" cast their mercy and excuse me.

rcft"

wi

(Footnotes) _
1.https://www.scribd.com/presentation/

280428658/ CSE-Ethical-Hacking

2. https://nicholasdmc4.wordpress.com/

2012/04/17/ethical-hacking
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Cloud Computing

Farukh Shahzad
Computer Science,
YEWS National Senior College, Nashik

Seiciciciclclciciolch

ABSTRACT

“Cloud” computing — a relatively recent
term, defines the paths ahead in computer
science world. Being built on decades of
research it utilizes all recent achievements in
virtualization, distributed computing, utility
computing and networking. It implies a service
oriented architecture through offering software’s
and platforms as services, reduced information
technology overhead for the end-user, great
flexibility, reduced total cost of ownership, on
demand services and may other things. The
skyrocketing demand for a new generation of
cloud-based consumer and business application
is driving the need for next generation of
datacenters that must be massively scalable,
efficient, agile, reliable and secure. We believe
that the next generation cloud evolution is a
fundamental transformation and not just an
evolutionary stack collaboration networks
utilizing optimally distributed and managed
computing, network and storage resources
driven in real time by business priorities. This
paper is a brief survey based of readings on
“cloud” computing and it tries to address,
related research topics, advantages, dis
advantages, challenges ahead and possible
applications. Cloud computing is location-
independent computing, whereby shared
servers provide resources, software, and data
to computers and other devices on demand, as
with the electricity grid. Cloud computing is a
natural evolution of the widespread adoption

UGC Approved
Sr.N0.43053

P - - =
%: Interdisciplinary Multilingual Refereed Journal dt

;

Scanned by CamScanner

J



12udAu0)) ¥ [ediduly lojeuIp10-0))
(ueyy "V pesep uq) (Ueyy ‘Ap ulwzey joid)

2
prioEnddo kiybyy v souums sp w voyojurng /

RTII 20170 334 | Y U JYN T TP e s o) T wmhueyfo ey,
77 \.w\uﬁ...zampc QLoz ‘91 2 Gi h..uqﬂuhundauw COUTYIR] (U117, WO A\DtuRee RO YIS huﬂm o, 7y§ v

PRIz Pinie] pea) P [ededs s P

oy E%?%E&E\V@ 7057 Rlm= 03 7 w7

Ausioatun aung'anyd requitaes ‘qnog
: Ag palosuodg
8107 ‘91 ¥ §1 Aaenuer
WBUDIT] BNy .,

U0 JEUILLDG [2A2] RIS
‘uonedddy p 3duang 1andwo) jo yuaunaedaq
"Unj ‘ANSIdAIUN AUNJ AN IRQUIIARS 01 PARIIPJY
{ w.:__j___.mw. (SIN) NyseN “apoai) epaeg ‘snduwe) [euoneN

O A9ATTOD HOINAS TVNOLLVN

S AJ1DGS JIBJIAN P UOIIEINDT YINOA

Scanned by CamScanner



G4 :) o
\ y -
‘1: A O 42

c = ! "".".‘J'.'
J 6 P la O

.3531 : . y b ‘4% ,": "-I
. " . c - _-, 1] s B P
‘:!‘"ﬂ"vﬂulll

Ddy State Leveli Sﬂmlnar ,5}3

i canl aH ackl
ke 8 Joinﬂ"ﬂﬁamied gy 1
Department ef Cnmp{ulter Science and: Application

L
.-

| &
BBIJD Sawtribal Phule Pune University

_'-r—rh—---_-ﬂ'—'-_'_ — - M‘ i—

S

‘ Convener Coprdipator" Asst. Coordinator

, Dr, J.A. Khan Ms. Khan'Nazmin Wasim Mr. Owyes Siddiqui
Principal Asst. Professor Asst. Professor

; — oM S —

‘ © | NATIONAL SENIOR COLLEGE

National Campus, Maulana Azad Road, Sarda Cirrcle, Nashik

Scanned by CamScanner



Twpriy

ISSN: 2394 5303' s

ad” January 2018 011
&) hain Qahuulhad n-u/a /ounu!

Special Issue

qum “

—aa shsssssssspbasssrenasran
e 0 et 00 01 0000000000000000004508 0804020028008 008800908980808000999089008998088008000000 000808000800t essnssnsessrssnasanss

_‘1) Mob le Transaction Security using ;M based OTP
aMrs Rameshwari M. Hullule, Nashik I 12

B i T
e e T L PP R P PP L PR LT

QQ) Information Warfare: An Emerging Warfare
+~ Dr. J. A. Khan, Nashik || 17

. T PR,
o e 0t 0000000000000000000000000 0000 00s0ssenssnnsssssnsssssennsnssessnssnpasessessesntassnssssnsssnssansnsansnsasssns

s ssssrsnssnnnssnsns -
e s st s bt eetnns s 0e0stassassssnssssrronsssssesnssnssnmssns bosmannn

'-4} Penetration Testing
2 Khan Nazmin Wasim, Nashik |] 30
- J———

55) GOOGLE HACKING
~S Asst. Prof. Anagha Kisanrao Jadhav, Nashik Il 33

e it L L LT P "

Jw

ssoea,

-----------------------

) Mobile phones: the next frontier for hackers?
__ Prof. Nida N. Ansari Il 36

hitp

1

~7 ) SECURITIES OF ETHICAL HACKING
Khan mahfooj Ab.Rahman, Nashik || 40

) Cloud Computing
Farukh Shahzad , Nashik [| 43

33) Password cracking & Security
+= Khan Jasmeen Tanveer, Nasik || 49

vidyawar @journ

.*.'110) Cyber Crime & Its Prevention Techniques

’; Khan Shohira Aqueel, Nasik || 55
811 ) COMPUTER SECURITY: HACKERS AND VIRUSES

| KHAN RIZWANA ABDURRAHMAN, NASHIK |] 59
w

g vee

] 1ntemauona| Multilingual Research Journal

m' -

2 r[; |n[¢|i[n]e!

=

q Ploi ot

:.j; e Areq ~sr—m

o

» o wdior Dr.Bapu G.Cholap

IS

Printing Area : Interdisciplinary Multilingual Refereed Journal

Scanned by CamScanner



January 2013
ry pr i Special Issye 043
[ have taken eve precaution of a
" gr
e innet,

bed nce that should not go unnoticed. | am 08”
refE‘re A

Impact &Mrtn ﬁ.a““
94 5303' S‘O"I";FI‘{"H IQANIAGHORII #l.n!cﬂJouugl

issN: 23

kful and remain grateful to the entire

pighly than hose research papers, books and Cloud C .
authorsl' wve been referred. By mistakes, if any omputlng
articles 1haave been left to be referred, | seek
quthors from them and hope honorable authors Farukh Shahzad
apology i mercy and excuse me. FomputerScience,
will cast the YEWS National Senior College, Nashik
(Footn"lfﬁzt)ps://www.5cribd.com/presentation/ ABSTRACT .
250428558/CSE-Ethical-Hacking “Cloud” ] )
2. https://nicholasdmc4.wordpress.com/ . computing —a rela.tlvely recent
17/ethical-hacking te'rm, defines the E)aths a.head in computer
201204/ science world. Being built on decades of
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virtualization, distributed computing, utility
computing and networking. It implies a service
oriented architecture through offering software’s
and platforms as services, reduced information
technology overhead for the end-user, great
flexibility, reduced total cost of ownership, on
demand services and may other things. The
skyrocketing demand for a new generation of
cloud-based consumerand business application
is driving the need for next generation of
datacenters that must be massively scalable,
efficient, agile, reliable and secure. We believe
that the next generation cloud evolution is a
fundamental transformation and not just an
evolutionary stack collaboration networks
utilizing optimally distributed and managed
computing, network and storage resources
driven in real time by business priorities. This
paper is a brief survey based of readings on
“cloud” computing and it tries to address,
related research topics, advantages,.dis
advantages, challenges ahead and DOSS.'b'e
applications. Cloud computing is location-
independent computing, whereby shared
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of virtualiz
ture

ation, service-oriented architec
and utility computing. Details are
abstracted from consumers, who no longer have
need for expertise in, or control over, the
technology infrastructure “in the cloud” that
supports them.
Keyword-Component, formatting,
styling, insert.

Introduction

style,

Utilizing computing or communication
resources (hardware and software) which can
Provide service over network (may be on
networked computers or internet) is known as
Cloud Computing. Due to the cloud shaped
symbol used in the infrastructure in system
diagram, it is given the name as “Cloud”. Cloud
Computing entrusts remote services with auser’s
data, software and computation.

Outsource
POlessee
A~ < Inine storege

Ofine xxess

Oring v

L4

Cloud computin Platlorms
puting ~

e e e

3" Paxty

meraon & el  Onlng ofics

/.
ne
i Shared

revsur
— A ety

History

John McCarthy opined in the 1960s that
“computation may someday be organized as a
public utility.” Almost all the modern-day
characteristics of cloud computing”. Cloud
Computing was thoroughly explored in Douglas
Parkhill’s 1966 book, The Challenge of the
Computer Utility. In 1950s when scientist Herh
Grosch (the author of Grosch’s law) postulated
that the entire world would operate on dumb
terminals powered by about 15 large data
centers.
About Cloud Computing

Computing is a computing model, not a
technology. In this model “customers” plug into

priced and provided "on-deman%_\_‘
IT resources are rented and sharaq , Ally
multiple tenants much as offic, ng
apartments, or storage spaces are Us e b-.
tenants. Delivered over an Internet Connecyj,
the “cloud” replaces the company data Cent:'
or server providing the same service, Thus, Clol;(;
Computing is simply IT services s0ld ang
delivered over the Internet.

Cloud Computing vendors Combin
virtualization (one computer hosting SCVera-l
“virtual” servers), automated Provisionin,
(servers have software installed automatically)j
and Internet connectivity technologies to provide
the service. These are not new technologies hyt
a new name applied to a collection of older
(albeit updated) technologies that are packaged,
sold and delivered in a new way.

Types of Cloud Computing

Hyhr d

»
Private/ «
trtemel
LB & _J
"o

Om ~ wirives § hwss nad

of" ~ wissss f This dFary

Cloud Comzuting T vpec

PUBLIC CLOUD

Public cloud applications, storage, and
other resources are made available to the
general public by a service provider. These
services are free or offered on a pay-per-usé
model. Generally, public cloud service providers
like Amazon AWS, Microsoft and Google ownand
Operate the infrastructure and offer access only
via Internet (direct connectivity is not offered):
COMMUNITY CLouDp

Community cloud shares infrastructure
between several organizations from a Spec_'ﬁc
community with common concerns (security:
Ccompliance, jurisdiction, etc.), ""hethedr
Managed internally or by a third-party at

the “cloud” to access IT resources which are hosted internally or externally. The costs are
N = " . ed
Y Printing Area :Interdisciplinary Multilingual Refereed Journal ) UGG APPITL,
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| ; \crmweruscrsthanapublic cloud (but
ov
..prl‘-"

an a private cloud), so only some of the

e th .
moret es potential of cloud computing are

cost savin

“'I.‘I‘ll. '

CLOUD
HvBRIDHybrid cloud is a composition of two or

. clouds (private, community or public) that
mm“ unique entities but are bound together,
;:;:ng the benefits of multiple deployment
mode!S-By utilizing “hybrid cloud” architecture,
companies and individuals are able 'fo obtain
degrees of fault tolerance combined with locally
m;nediate usability without dependency on
iternet connectivity. Hybrid cloud architecture
requires both on-premises resources and off-site
(remote) server-based cloud infrastructure.
wybrid clouds lack the flexibility, security and
certainty of in-house applications. Hybrid cloud
provides the flexibility of in house applications
with the fault tolerance and scalability of cloud
based services.

PRIVATE CLOUD

Private cloud is cloud infrastructuse
operated solely for a single organization,
whether managed internally or by a third-party
and hosted internally or externally. Undertaking
a private cloud project requires a significant
level and degree of engagement to virtualize the
business environment, and it will require the
organization to reevaluate decisions about
existing resources. When it is done right, it can
have a positive impact on a business, but every
one of the steps in the project raises security
sues that must be addressed in order to avoid
serious vulnerabilities.
fters “I?_TIV have attracted Friticism because
them"an:j :ave to buy, blflld, and manage
on man, thus do not ben-efut from less hands-
9C0nomicgement' essentially “[lacking] the

model that makes cloud computing
Such an intriguin "
How Wo g concept”,
RKS
Int

departments forecast demand for applications
and capacity and invest time and money to
develop those resources in-house or purchase
them from others and operate them in-house.
With cloud computing, institutions pro-cure IT
services from remote providers, and campus
constituents access these resources over the
Internet. E-mail, for example, long considered a
staple of an institution’s IT operations, can be
ob-tained from a range of sources, and a growing
number of campuses contract with outside
suppliers for this function. Software is hosted
by the provider and does not need to be
installed—or maintained— on individual
computers around campus. In some cases, a
large university or a consortium might become
a provider of cloud ser-vices. Storage and
processing needs can also be met by the cloud.
Institutions pay only for the resources used, and
users can access the applications and files they
need from virtually any Internet connected
computer. In a mature cloud computing
environment, institutions would be able to add
new [T services or respond to changes in
capacity on the fly, saving capital costs that can
be redirected to programs of strategic value to
theinstitution.

‘SECURITY

The information housed on the cloud is
often seen as valuable to individuals with
malicious intent. There is a lot of personal
information and potentially secure data that
people store on their computers, and this
information is now being transferred to the
cloud. This makes it critical for you to understand
the security measures that your cloud provider
has in place, and it is equally important to take
personal precautions to secure your data.

The first thing you must look into is the
security measures that your cloud provider
already has in place. These vary from provider
to provider and among the various types of

clouds. What encryption methods do the
e? What methods of

raditional enterprise computing, IT  providers have in plac
Ping rosa ourmal 3] RS
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Protection do they have in place for the actual
at your data will be stored on? Will
ackups of my data? Do they have
up? if you have 3 community cloud,
€rs are in place to keep your
Separate from other companies?
Providers have standard terms and
conditions that May answer these questions, but
the home user will probably have little.

Aftertheinternet boom, Amazon played
akey role in the development of cloud computing
by modernizing their data centers, which, like
most computer networks, were using as little
as 10% of their Capacity at any one time, just to
leave room for occasional spikes. Having found
that the new cloud architecture resulted in
significant internal efficiency improvements
whereby small, fast-moving “two-pizza teams”
could add new features faster and more easily,
Amazon initiated a new product development
effort to provide cloud computing to external
customers, and launched Amazon Web Service
(AWS) on a utility computing basis in 2006.

In early 2008, Eucalyptus became the
first open-source, AWS APl-compatible platform
for deploying private clouds.

In early 2008, OpenNebula, enhanced
in the RESERVOIR European Commission-funded
project, became the first open-source software
for deploying private and hybrid clouds, and for
the federation of clouds. In the same year,
efforts were focused on providing quality of
service guarantees (as required by real-time
interactive applications) to cloud-based
infrastructures, in the framework of the IRMOS
European Commission-funded project, resulting
to a real-time cloud environment. By mid-
2008, Gartner saw an opportunity for cloud
computing “to shape the relationship among
consumers of IT services, those who use |T
services and those who sell them” and observed
that “organizations are switching from company-
owned hardware and software assets to per-yse
service-based models” so that the “projected

shift to computing... will result in dramatijc
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growth in IT products in some areas
significant reductions in other areag ”

On March 1, 2011, IBM anng,,
Smarter Computing framework tq SUppory
Smarter Planet. Among the various components
of the Smarter Computing foundation, cloyg
computing is a critical piece.

In 2012, Dr. Biju John and pr. g
Khaddaj describe the cloud as 3 Virtualizeq
semantic source of information: ”Cloud'
computing is a universal collection of dat; which
extends over the internet in the form of
resources (such as information hardware,
various platforms, services etc.) ang forms
individual units within the virtualizatiop
environment. Held together by infrastructyre
providers, service providers and the consumer,
then it is semantically accessed by various
users.”

CHARACTERSTICS

Cloud computing exhibits the following
key characteristics:

Agility improves with users’ ability tore-
provision technological infrastructure resources.

Application Programming Interface (API)
accessibility to software that enables machines
tointeract with cloud software in the same way
the userinterface facilitates interaction between
humans and computers. Cloud computing
systems typically use REST-based APIs.

Cost is claimed to be reduced and in a
public cloud delivery model capital expenditure
is converted to operational expenditure. This is
purported to lower barriers to entry, as
infrastructure is typically provided by a third-
Party and does not need to be purchased_for
one-time or infrequent intensive computing
tasks. Pricing on a utility computing basis is fine-
grained with usage-based options and fewer IT
skills are required forimplementation (i"‘hof’Se)'
The e-FISCAL projects state of the art repositoy
contains several articles looking into C?St
aspectsin more detail, most of them concludin®
that costs savings depend on the typ€ sf
activities supported and the type
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